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DETAILED ACTION 

This is a response to Applicant's Amendments filed on April 17, 2007. 
Claims 1-89 were originally pending. 

Claims 1-89 were rejected on the first action filed on February 9, 2007. 
Applicant has cancelled claims 1-89, added new claims 90-108, and amended 
Specifications and Drawings. 
Claims 90-108 are now pending in the application. 

Specification 

1. The Substitute Specification and Drawings filed on April 26, 2007 has been entered 
and accepted. Applicant deleted matter regarding an embodiment about game software 
(programs and data) distribution on an optical disk or in a memory cartridge with a built- 
in secondary cryptoprocessor, together with an encrypted key for decrypting the 
encrypted software. This remaining subject matter contained in the Substitute 
Specification is still supported in the Original Specification filed on October 6, 2003. 



2. The Substitute Specification filed on April 26, 2007 is objected to under 35 
U.S.C. 132(a) because it introduces new matter into the disclosure. 35 U.S.C. 132(a) 
states that no amendment shall introduce new matter into the disclosure of the 
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invention. The added material which is not supported by the original disclosure is as 
follows: 

a. Editing the 2"^ sentence of Par 0069 of the Original Specification 
regarding "Cryptoprocessor 52 may should be attached to the motherboard..." is 
introducing new matter with regards to claims 93, and 103. 

Applicant is required to cancel the new matter in the reply to this Office Action. 

Response to Arguments 

Applicant's arguments with respect to claims 1-89 have been considered but are 
moot because applicant cancelled claims 1-89 in view of the new claims 90-108. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

1 . Claim 90, and 100 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 
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Regarding claims 90 and 100, the phrase "substantially" renders the claim 
indefinite because it is unclear whether the limitation(s) following the phrase are part of 
the claimed invention. See MPEP § 2173.05(d). 

The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

2. Claims 93, and 103 are rejected under 35 U.S.C. 112, first paragraph, as failing 
to comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. 

a. Regarding claims 93, and 103, the closest support from the specification 
would have been an embodiment described in paragraphs [0085-0089] of the 
Substitute Specification with regards to Figure 4. The disclosed embodiment is 
based on 2 cryptoprocessor chips. Also, the said cryptoprocessor chip that these 
claims are referring to is the primary cryptoprocessor chip [Fig 4 (new drawings), 
Itm 52] located in the game console's mainboard performing the 
encryption/decryption and part execution, instead of the secondary 
cryptoprocessor [Fig 4 (new drawings), Itm 303] located in the memory cartridge 
whose function is to provide a "matched" chip ID securely with the retailer. 
Editing the 2"^ sentence of Par 0069 of the Original Specification regarding 
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"Cryptoprocessor 52 may should be attached to the motherboard..." is 
introducing this new matter. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co,, 383 U.S. 1 , 148 USPQ 459 

(1966), that are applied for establishing a background for determining obviousness 

under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness, 

1. Claims 90-108 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

previously cited prior art Ishibashi et al. [US PN 6728379 B1], and further in view of 

McCarty [US FN 5666411]. 

Regarding claim 90, Ishibashi et al. teach a method of securely distributing content data 
for processing in a single-chip secure cryptoprocessor comprising; encrypting in a 
network server a first program [US PN 6728379 B1 , Col 1 , Ln 20 - Content data include 
further works, eg. program.] under control of a first encryption key [US PN 6728379 B1 , 
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Col 4, Ln 34-35 - content encryption key for encryption of content data]; transmitting 
said encrypted first program from said server to said cryptoprocessor [US PN 6728379 
B1 , Col 5, Ln 19-21 - transmit encrypted content data to user-side information 
processor]; encrypting a decryption key corresponding to said first encryption key to 
produce at least one encrypted data block [US PN 6728379 B1. Col 5, Ln 16 - generate 
an encrypted content decryption key]; transmitting said data block to said 
cryptoprocessor chip [US PN 6728379 B1, Col 5, Ln 18-21]; (g-mod) decrypting said 
encrypted data block in said cryptoprocessor chip to produce a decrypted said 
decryption key in said cryptoprocessor chip; decrypting said encrypted first program in 
said cryptoprocessor chip under control of said decryption key to produce decrypted 
content program [US PN 6728379 81 , Col 1 0, Ln 52-53]. 

Ishibashi et al. do not teach: encrypting said unique identifier in said cryptoprocessor 
chip to produce an encrypted identifier; transmitting said encrypted identifier to said 
server; re-encrypting in said server said unique identifier together with a decryption key 
corresponding to said first encryption key to produce at least one encrypted data block; 
decrypting said encrypted data block in said cryptoprocessor chip to produce a 
decrypted identifier and said decryption key in said cryptoprocessor chip; decrypting 
said encrypted first program in said cryptoprocessor chip under control of said 
decryption key to produce executable digital instructions stored in said program 
memory; and executing said digital instructions in said processor core in said 
cryptoprocessor chip to generate output data if said decrypted identifier has a 
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predetermined relationship with said unique identifier in said cryptoprocessor chip. 
Moreover, Ishibashi et al does not explicitly teach a program of executable instructions. 

McCarty teaches a method of securely distributing program of instructions for execution 
in a single-chip secure cryptoprocessor that contains substantially unique identifier data 
that distinguishes different cryptoprocessor units, encryption circuitry for encrypting said 
identifier, decryption circuitry for decrypting encrypted digital program instructions, 
writable program memory for storing decrypted instructions, and processor core for 
executing said decrypted instructions which are inaccessible from said secure 
cryptoprocessor chip from locations outside of said chip after fabrication of said chip is 
completed [US PN 5666411, Col 7, Ln 30-33]; the method comprising: transmitting said 
identifier to said server [US PN 566641 1 1 , Col 10, Ln 62-66 - It is inherent that the 
new chip identifier is transmitted in order to receive appropriate upgrade data for the 
new client processor.]; receiving a data block in said cryptoprocessor chip to produce an 
identifier in said cryptoprocessor chip [US PN 566641 1 1 , Col 10, Ln 62-66]; decrypting 
said encrypted first program in said cryptoprocessor chip under control of a decryption 
key to produce executable digital instructions stored in said program memory [US PN 
5666411, Col 11, Ln 10-25] [US PN 5666411, Cbl 12, Ln 26-30]; and executing said 
digital instructions in said processor core in said cryptoprocessor chip to generate 
output data if said server identifier has a predetermined relationship with said unique 
identifier in said cryptoprocessor chip [US PN 566641 1 1 , Col 10, Ln 62-66 - The data 
block contains upgrade data comprising the DEVID - Ed(SYSKEY) which is the new 
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system key encrypted under the Device (chip) key corresponding to a Device (chip) ID.] 
[US PN 566641 1 1 , Col 1 1 , Ln 25-35 - Execution of instructions in said cryptoprocessor 
Is evidenced by the Cryptofunction calls.]. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
extend Ishibashi's et al. program content data to include program executable 
instructions or software. The suggestion/motivation for extending digital content to 
include software would be to protect proprietary software from disclosure and 
unauthorized use, and to enforce license limits on number of users of the software [US 
PN 6728379 B1, Ln 13-40] in the market of electronic software distribution. 

Also, it would have been obvious to one of ordinary skill in the art at the time of 
invention to replace the cryptoprocessor machine of Ishibashi et al. with the 
cryptoprossesor machine of McCarty thus extending the user/client side computer 
instruction set architectures [US 566641 1 , Col 4, Ln 61-67]. The suggestion/motivation 
for combining would have been to prevent content piracy by also controlling the method 
of execution of the protected content program by McCarty's cryptoprocessor [US 
5666411, Col4,Ln 23-46]. 

Also it would have been obvious to one of ordinary skill in the art at the time of invention 
to encrypt said unique identifier of McCarty's cryptoprocessor to be transmitted to the 
server, just as taught by Ishibashi et al. when encrypting charge information data by a 
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common session l^ey to be transmitted to the server [US 6728379 B1, Col 7, Ln 48-51]. 
As such, the server would also obviously re-encrypt said unique identifier (contained in 
the upgrade data of McCarty) along with other data sent back to the user/client side 
such as the content decryption key, which would then have to be decrypted by the 
cryptoprocessor upon reciept. The suggestion/motivation would have been to protect 
data while being transmitted to another party and to minimize/simplify data packet 
transmissions. 

Ishibashi et al. and McCarty are analogous art because they are both in the same field 
of protecting digital content. Therefore, it would have been obvious to combine the 
inventions of Ishibashi et al., and McCarty. 

Regarding claim 91, the combined inventions of Ishibashi et al. and McCarty teach the 
method of claim 90, further comprising the steps of: generating a session key in said 
server [US 6728379 B1, Col 7, Ln 39]; encrypting said unique identifier in said 
cryptoprocessor chip under control of said session key to produce said encrypted 
identifier; and decrypting said encrypted identifier in said server under control of said 
session key to produce a decrypted identifier. 

The combined invention of Ishibashi et al. and McCarty does not explicitly teach: 
transmitting said session key in encrypted form to said cryptoprocessor; decrypting said 
encrypted session key in said cryptoprocessor chip to produce a decrypted session key. 
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Nevertheless, it would have been obvious to transmit said session key in encrypted 
form to said cryptoprocessor; and decrypting said encrypted session key In said 
cryptoprocessor chip to produce a decrypted session key. While there are various 
protocols/methods In establishing symmetric keys by two parties in the art, it is also 
common in the art just to encrypt and transmit such encrypted symmetric key. 

Regarding claim 92, the combined invention of IshlbashI et al. and McCarty Is 
essentially a general purpose machine [US PN 566641 1 , Col 4, Ln 62-67], and as such, 
a video game system is inherent and would teach all the limitations wherein said 
cryptoprocessor chip is a component in a video game system and said output data 
generated by said cryptoprocessor is game data that Is processed by a graphics co- 
processor in said game system that generates graphics data for display on a display 
device. 

Regarding claim 93, the combined invention of IshlbashI et al. and McCarty inherently 
teaches wherein said cryptoprocessor chip is a component in a manually removable 
memory device [US PN 6728379 B1 , Col 6, Ln 50 - PC Card] for use in a video game 
system [inherent in a general purpose type machine] and it Is Inherent that said output 
data generated by said cryptoprocessor is game data that is processed by a graphics 
co-processor In said game system that generates graphics data for display on a display 
device. 
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If the combined invention does not explicity teach the method, wherein said 
cryptoprocessor chip is a component in a manually removable memory device for use in 
a video game system. It still would have been obvious to modify the combined 
invention to have the cryptoprocessor chip as a component in a manually removable 
memory device for use in a video game system since it is common in the art for 
computers to have different kinds of removable hardware modules. The 
suggestion/motivation for modifying would have been for the ease of physically securing 
the cryptoprocessor chip module, or for ease of upgradeability and maintenance of the 
computer machine. 

Regarding claim 94, the combined invention of Ishibashi et al. and McCarty teach the 
method of claim 90, wherein said cryptoprocessor chip is a component in a computer 
and said output data generated by said cryptoprocessor is address data that identifies 
memory locations of non-encrypted program instructions [US PN 5666411, Col 13, Ln 
5-39] executed by a second processor in said computer [Second processor can be 
graphics co-processor, device I/O controller processor, and etc. which is inherent.]. 

Claim 95 is rejected because the combined invention of Ishibashi et al. and McCarty 
teaches the methods of claims 90 and 93. 

Regarding claim 96, the combined invention of Ishibashi et al. and McCarty does not 
explicitly teach wherein said cryptoprocessor chip communicates with a second 
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processor through a data transmission path that comprises wireless transmission. It 
would have been obvious to modify the combined invention to have the cryptoprocessor 
chip communicate with a second processor through a data transmission path that 
comprises wireless transmission since it is common in the art for computers to have 
different kinds of wireless input devices such as a mouse, keyboard, joysticks, etc. that 
inherently has a processor. The suggestion/motivation for modifying would have been 
for the ease of use such wireless devices. 

Regarding claim 97, the combined invention of Ishibashi et al. and McCarty teach the 
methods of claim 90, wherein said cryptoprocessor chip inhibits output of said 
executable digital instructions from said data memory to a location outside of said 
secure cryptoprocessor chip [US PN 566641 1 , Col 1 3, Ln 5-28 - The Zone 
Management Record process inherently has the capability of inhibiting output of said 
executable digital instructions from said data memory to a location outside of said 
secure cryptoprocessor chip.]. 

Regarding claim 98, it would be inherent that the combined invention of Ishibashi et al. 
and McCarty would teach the method of claim 90 wherein said output data generated by 
said cryptoprocessor contain instructions that are executed by a second processor 
because various computer devices and modules contain processors (said secondary 
processor) that has to receive instructions, routines, sub-routines, data, information for 
their respective devices in order to run any kind of software. 
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Regarding claim 99, the combined invention of Ishibashi et al. and McCarty would teach 
the method of claim 90, further comprising the step of downloading said encrypted first 
program of executable digital instructions and said encrypted data block through a 
retailer computer [US PN 6728379 B1, Fig 8, Itm 10,20 - Content Provider/Network 
Service Provider], 

Claim 100 and 102 are rejected using the same references and rationale as claim 90 
because it is the apparatus performing the method of claim 90. 

Claim 101 is rejected using the same references and rationale as claim 98 and 
generation of secondary data for processing by said cryptoprocessor chip is inherent 
because there is constant communication/dialogue between cryptoprocessor and other 
computer devices (containing said secondary processor). 

Claim 103 is rejected using the same references and rationale as claim 95 because it is 
the apparatus performing the method of claim 95. 

Claim 104 is rejected is rejected because it is the same processor performing the 
methods of claim 90. 
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Claim 105 is rejected using the same references and rationale of claim 96 because it is 
still the same cryptoprocessor. 

Claim 106 and 107 are rejected using the same references and rationale of claim 90 
because the cryptoprocessor is the same chip of claim 104, wherein said output data is 
processed by a second processor in a computer which has an architecture of a general 
purpose machine. 

Claim 108 is rejected using the same references and rationale as claim 90 since the 
cryptoprocessor chip of claim 90 implements an EEPROM [US PN 566641 1 1 , Col 7, Ln 
56] which is a type of non-volatile writable memory. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

US PN 6704871 B1 to Kaplan et al. - Discloses a general purpose cryptographic 
co-processor. 

Applicant's amendment or new claims necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See 
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MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Martin Jeriko P. San Juan whose telephone number is 
571-272-7875. The examiner can normally be reached on M-F 8:30a - 6:00p EST. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/MJSJ/ 




Martin Jeriko San Juan 



Examiner. Art Unit 2132 
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